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| WWW*- /t | 




a*tMn#ftK:*ii>T, 

2 ] ^yfr; ©aa&flWM - * 
aa&*n#&K:fc^T, 

[»*« 3 ] ^ y y <0S8C*:tt*Pl-5 3 yr y 7 

aa»*n#ifefc*J^T, 

fc, £&3 y^y y<og#7c, K*5E*fcfiK*r5£fcii 
a*ttftp;trfe. 

[ W#« 4 ] a y r y y ©a««r**Dl-« ^f/; 

yif y y <oaa & tt*n-r a aatfcfcj&atfp t 

£11 * 6 r <!: <!: "t 6 3 >fy^»a 

5 ] 3 yf y y <08cBS:«I*p1"5 =» yx y 7 

^ 7 a «:IE» Lfc = y - ^ «9 ^Tfl6>teia«jK# 

[0 0 0 1] 



(2) $f&8 2001-282619 
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[0 0 0 2] 

«*, aA*rfc**fc/W#<«&«» 
# WWW (World Wide Web)f— /<SSBl!l*— i^tr 

10 [0003] zhh<Dt&jT*±mm®i'z*-j*'< 
-A^-^<orts^aastifc»-&, ¥u^ra/B©«T 

20 [0 0 0 4] 4^^^m^T-^oKiEI4w|gE^Kf 

Ttt, ^2 0 0 0-7 8 1 2 5^«l^|EiftSixr^ 
5o ieb^-$;*j««* B 

S * <0fBM» « £ r ^ * /US* & (Mm L fc t> 

him., »]Ett«raj!:wii«ai-s«^-^A«:, n 

30 [0 0 0 5] 

^ort^^aa^nsWW-e^t/.cffljHtt, 

[0 0 0 6] *«W^@W»i±EffljHSr<W»L, =»f 
s/*©a«*MMJM-a ^ fc *«««Bfttt«*:«fti-» 

40 [0007] *«w w<mo b wttaam»fflr«oi»*»j: 

J: saa^BiRfeKJti-s r i jW«fctt««r««1-a 
[0 0 0 8] «W«)(6o B Wttaa^tf fcixfcttltt* 
[0 0 0 9] 

aa*r**pi-a3^^yaa**p»w-*iv^T, 

^ay^yyoffli^fciirt^coaa^ttfei-rst^-c 
50 [0 0 10] #£01-014, ffiiKoay^yyraaiMifc 
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[0 0 1 l] 0iJx.ll, ^PHLT^S*-^-^^ 
(07 7 4 M$&*?& 7r4 )\s<r>foM<r>^ v > a fS£agt 

tfe*Pffi«* LTdfefilcLT I M (Internet-Marks) KSfci* 
*5<<> 

[0 0 1 2] ^LT, n&7*?yj±^<o t &mz.± i om 

"C /Mf»fifc^# 7 7-< /Mft®<Ds> V is a 8tJ|[«rtT 5 c ft 
Sft © 7 7 >f ^flfi^# 7 7 / ^ y i/ a I i 

[0 0 1 3 J ffiBE<0«K#B^-Ctt, ^*tA|?JI#^ 

So 

[0014] K±o*Hfc*»w«>=^>ya«**p» 

[0 0 15] 

^;/yoaK*»»1-SJMfc»»i ©ayfyyM* 
JMSBKo^TlMJ+fi. 

[0016] (all W»i<D3y7y7W« 
ttwir— ^sb ioo it, cpuiou, ^yio 

2£, Mf^^Ml 03h A^3£El 04t, 
tt)7J^H05h CD-ROMiil06t, a^T 
y7f-^ 107i, I Ml 0 8 iSr^TLTi^S, 

[0017] cpuioni -»r-'<3SH i o o 



(3) »|JH 2001-282619 
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>f *^i&El 0 31*. WfS^S^S^P^^A^-^ 
[0 0 18] A^KEi 0 4(1, ISfcco^yr-y^coa 

tl&ftimmVhZo CD-ROMgll 0 611, SfliB 

10 ^tti-f^Erfc^o 

[ooi 9] ayfyyf-^ 10711 ^-f/yh 
SSfii 2 o*^cog*^j£i:T^$ti5^-^<ortg 

£^1-r-*Tfc5 0 I Ml 0 8 M\ UftOayfyy 
[0 0 2 0] *fcir- /<SBl 0 0I±, IM£fifc«yi« 

noi, aBtttaimK^A^aiA i nt, a&4$& 

ftyiftl l 2<b£#LTVa o 
[0021] imMM^i ion Mo=«yry 

[0 0 2 2] aBttft&JIffil l 2li, fift^a^^ 
30 [0 0 2 3] 1r-'<3£B 1 0 0 £ I M£j#&J£JB 1 1 

o, M^fiMM&pi i i &tfaa«to«is«s 

1 1 2 <b LT$fi$l£a&tO:/n:/7Af* > CD-RO 

^m-?*??^ mm-r a GMKtm cd-romw 

[0 0 2 4] 3yfy7f-^«rf 1 • 
ffliOO^ =^7 l y>7 f -^«rBBJS1-6^7-i'Ty 
h^Ei 2 oil >f h M7-*i::J; 

[0 0 2 5] ir-^RBi 0 0l:il ?7<< TV h^E 
l 2 0^6^l:J^i:T3>'fyyf-^^l)8«:fT 
5wwwir-/*#H«£*i, ^'fry h§SEi 2 OK 

5WWW^7!7«HK^5. 
[0 0 2 6] t-^il 0 0l:«$ii^K 

7^^ii0 3(:it aw^yryyf-^ 1 0 

7&|MrtU ^H^lo, WttfaVf^hy 
IgjgcWa^x^y^-^ 1 0 7\Z*tfo-tZ 
50 a**^W#«:«|i?)j&A/fcV^^-^s/ h^-^-CfeS 



5 

i mi o a%tett1-z>zth*fZ>o 

I 0 0 2 7 ] El 2 f4#HJfifl2lB0> I M4j*Jf&lfl 1 1 0 
I- l 0 0 © I M£/#&3IgiJ 1 1 0 14, 
i-6a«ftto1B«*«at>fcA/£ i M«:*ai-6«ffl«:fT 

[0028] ^7-^201^1 MttWl 1 0 

14, iiifc^a^^yofliai^ai-saajttftiffiwi: 

*T i/^2 0 *^*:/2 0 1 t>£fifcLfcaBM* 

*nfi?«& I Ml 08 llffiafrfctf. 
10 0 2 9] *7^7*2 0 3"C I M«^Ml 1 0 

mmm\ 1 itc«fc9±i8Ts 0 *x;y7 p 2 0 4-ei4, * 

7 1 y^ , 2 0 3-C4fi8Lfc8cBtt*PW«* I Ml 0 8 US 
Wft&*tilt I M l 0 8 £ b y^-^fcttf+tta. 

[0 0 3 0] ®3tt*3llfiJKffl»/<^*^tf7 7>r^ 

ftiflSM^ftt ftia yfyyf-^ i o 7<D/<* 

*W*O77^/^3 0 0«r*HU »t9Lfc77^^ 
*3 0 0©*tW-«fc*Jfc1-&*fc lMHfc7 7-f^ 
« 3 0 0 fe7^77^y HBWty- h *ft<b 
©77>f^ 3 0 0<OT-*£»«LT^5/*:xffi3 2 

ofcttiwa, 

[0 0 3 1 ] B 4 tt*H«g»ffl^^* Sr^tf 7 7 4 

oa««MspfiMR*a«ia!» i 1 »3>fy7 

[0032] ^7^4 0 1 *r BfeB**Pfflf «^«Jc«iffl«f|5 

i i Hi, 3ca«*nfifil»Mfl)^ft^^ 3 y 7 
MRU ^ayfyy^io?©/^*© 

7 7>f^*3 0 0«:»»t5. Witft-^<iSll0 0 

LTl^S HTML (Hyper Text Markup Language) ^XM 
L (extensible Markup Language) $f<DW e b^<— ^SrB 
a«t-6AO!Eami&^IE«$^fc7 7-f^*nb<0 7 
7-fyH:J:9*vjsMi»77^^MRtfcO, * 

mm l 0 0^l:ttLT^S^^77^f J^ilb(D 



(4) W2 0 0 1 - 2 8 2 6 1 9 
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MUfcfMtU r^dbfflMRWSoT*- /<«Bi oo 
^w^7 7^/H:o^t^«Wi?rMt 

[0 0 3 3] ^7^4 0 2 Til, ^77/4 0 1 Tlfe 
!Hfc77^^ 3 0 O0>tttHt-S£R£1-64k« & 
t#L/t77^^ 3 0 0^TyU^7-<^ MIHflfCV- h 
^Ltxfy7 p 4 0 3TM4, *ttb<077-f^* 
3 0 Otf>r-*£ii*£L, ^7^7'4 0 4-Clt fiiffiiS 
tSU^7 7>T^4i 3 0 0O?-^l:o^T^^>afi 
10 3 2 0Srtt»1-5 o 

[0 0 3 4] aStt^SSlSJKfiB^ay^yy^rtSi^ 

5l:^ff{:^f^7'2 0 3(OMm 9t^M%Ltz 

77^/^3 1 O^^n^tLlCO^T, *f«?-T5**W 
3yry77-^ 5 0 0Mm o 5l-> ^y 7 y 
77-^^r>al5 1 0&WJM-*. ftC ^ne> 

^r>45 1 0£ig#£L, Wilco^-CO^yf » 
*5 2 0 MUM'S. 

[0035] neii^jfijgfll^nv^yy^rtgii*}- 
-y-bvhZo H 6 l^+»^-/<S8H l o o ©a« 

[0 0 3 6] *y*:/6 0 1 TSattjaifflS^filiftllft 

i i i (4, 9tWb'®\*lty r 4 ^£ 3 i o <D*timn\z. 

ol^T\ Mn»3y7y77-^ 5 0 0?:M 
L, Xfy7 P 6 0 2T1t ftayfyyf-^sOO© 
^y'/a|5 1 0MtJM*6» 
30 [0 0 3 7] *r y:/6 0 3TI4, fcn ^x^x-* 
5 0 0^yi/»i[5 1 0&jS*SU ^7j//6 04t 
(4, lftiEii*§Lfc^jyS/a(l5 1 0fco^Tfl>/Ny$/» 
Wi5 2 OMtJM-*, 

[0 0 3 8] ffirK<0«fc: I Ml 0 8CJffife^tP77^ 
yp* 3 0 0(D^yis*.m3 2 O&tf^x^yx-* 5 
0 O^y v^fflS 2 0(4, :3>ry:y<£>&&£$fcJ-f 

3^7^77-^ 5 0 0(7)^^^77^/^3c$r^HL 
*:4&£i4, ^WffiJK, ±E^a 9 
40 #U I Ml 0 8CS«)^Si-^B^fc5o ffiU ^ 
>*r>y?—9 5 0 O^ISnifflffi, IM108£ 
B!ft±fi)cU 3>7^77^5 0 0i-gli«Af^i-5J: 

[0039] 07 \**mmrm<D&®Wi&ti} ! ®®> 1 1 2 
jc+-/<kibi oooanfeftaani 1 2*4, 

50 l«l:^t^»Wf^raLT^^3yf 
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[0 0 4 0] *7-y?l 0 1 t>aStt&8tfSffll 1 2 
l l l let 0 

[0 0 4 1 ] ^r-y^fl 0 2"C*i, I Ml 0 8rtuai«) 

«ofit«rJt«L, i mi 0 8rt»iai«)j&*nrv^vN 

*S/»B3 2 0^«BIWLfe/NyV a *i»ft5»d 
1:1^x^7 0 S^iitf. 

[0 0 4 2] «JiB^^*Sr^tf7 7-f^*^1-5^y 

fi)c«a(3>fy77-^ 1 0 7<£>8ij|& • iij&PW^tT 
frftfcw fc MLt^, SoT^f ^^7 0 3^11, 

9o *Kiift«#ifet LTtt, Wttf'^7Afflf(0 

ti^^yy© h ^«r*RaLfcl», IM10 

[0 0 4 3] TsT-yfl 0 4TI4, H 6 Ufc^3S<t 

t^*&Btfeftffitt^aa!a llllUD 

[0 04 4] ^7^7'7 0 5T'li, I M 1 0 8 fiiCffitf) 
ii* tlT V ^ ^ y 5/ a «[ 5 2 0 t flftfEiTH* Lf:^-r>a 

iB*>ii£&jt«u i mi o 8rtcww&**iT^a^ 

r>^l5 2 0a>jffl8EjH-gi Lfc^y>a«fcJ»)!K5«* 
1-11*7 y ^7 0 6^iitf 0 

[0 0 4 5] WIB#3 VrW?—* 5 0 OfcfcH-S^ 

y>a.ffi<ot0Si4, 3y7y^7-^ 5 0 0^77^^ 

[0 0 4 6] *KH»«|-ett:, &fi£tt*q-rs&<07cf f 
— ^ £ It, ^I^W77^^su ! »3yfy 

£$&t-6&ota#i<i: ur, 7^^hy^77^/w 

[0 0 4 7] *H*^ffi-C*4, &&&ftf#*B <h LT'> y 

•>*ifi&wwu i MfcSM>&A/-c^$a«, :n(i7- 

*Att&ftJMH\ ^l^77^^^-^^3 
y^f-^^r^w^^ i MUTO^-ct^^o * 
fc, #3yfy77-^ 5 0 0^7Val5 1 0$:^ 
co£$ I WZ.Wh\Lh*1±*> * #3>7^7™^ 5 0 0 
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*»eu *Jxlc3*UTtH|ttfc^yS/att«r I MCI 
[0 0 4 8] *BJfc»flB-CM\ &Bttfcffif«Srl*5':A< 

10 [0 04 9] *ll*^fflC*5^TekK**Pftiffl» 1 1 2 
*jE»S*SIRCtt, '<8IBl 00O#Ji#^O^ 

[0 0 5 0] MIL/:il;^»f|(Dayfy7 

rtS©aB*tfc*n1-a©-o, ^y^y^^Mf* 

20 (BBS1B2) WTI:ex i t^- h£ffit^C8cfift*n 
W«©**«:lfctoi-St*C*BffiB*»*r5*BW 
ffi 2 yf yyaB«»J6BCov^XKWi-S. 
[0 0 5 1 ] i 8 3 yfy y^»i 

MW-y^f^it t-/<8i8ooh Exi-ry 

-h8B8 10i: % ^7^T^h^it8 2 O^^WLT 

[o o 5 2] /<2SB8 o 0(4, ayfy^oaft* 

30 IM^U^yfy^^MU EXIT^-h^ 

©8 i o^Lt^7^ryh^i8 2 0^|3yf 

[0 0 5 3] EX I Ty- h^©8 1 Oil, ty<4T> 

hSB8 2 O^feffi^SnfeaX^^yoefcB^lftftli" 
^^dTfc^o ^7^ry h^fi8 2 0(4, EXIT^ 

-h^628 i o^fbgtfifrofc^xyyo&a^fc] 

[0 0 5 4] H8l^i-«C*B*»«-Ctt, ir-^gg 
40 §28 0 0 bty^TV h§SB8 2 0 tWfflCEX I TV 
~hmms 1 0£39!(7, EX I Ty-hKH8 1 0ICT 
I MWftorxy^l M£Jfl^fc&Btt*n£ff5a 
*fc^7^7yh«82 o-co^zcs^STflfrffli- sc. 
tletO, H-/<BB8 0 0±£/ntelr- /<Stt8 0 0 

jj^ex i Ty- hmms 1 o*-co«»±, f Kit 

EX I Ty-hgeH8 I0^^7^7y h^©8 2 0 

[0 0 5 5] [gj 9 tt*H*»SB©^-^<S5H 8 0 0 OH 
50 WH»rt«:^i-H-C*>6. H9l:vt*l:*WM©t 
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-'<SifS8 0 0(4, CPU90U, >^U 9 0 2 ^ 

mSOSbs CD-ROM&H9 0 6 k. ayfyyf 
-^ 9 0 7 t, IM908t, «M909i^L 

[0056] CPU9 0K4, if- '<g(g8 0 0±fc<O 

mftzmm-tzmffl.vhz. ;<*y 9 0 2i4, *-s<m 

^**j£fa9 0 3(4, ME***!^*^*^--* 
[0 0 5 7] A^^fS9 0 4I4, a^xvyfcSftLfc 

^fiS-C$>5 0 CD-ROM8I9 0 6*4, iftiS#H&JI 

[0 0 5 8] ayfy7r-^ 9 0 7ll 
SKI 2 0frb<ommz&CX2;m£tiZ^-V<Dto& 
$r^i"x — ^-Cfc^o IM9 0 8I1 n yf>7f-^ 

9 o 7ic»^si»Kifcfti«**ai*^«ii«^-^ 

[0 0 5 9] *fct-^8B8 0 0ll IM£/8«iJltt 

f^AftLan 912^ efcaa^sffitoaw 913^* 

[0 0 6 0] I M£j£#USlf|J 9 1 014, ayf^Wrt 

*ic#fl?i-6aam*p«*B«:«i«)aA/« im9os^ 

[0 0 6 1 ] &Affi*WAft!flW9 1 214, 3>r/; 
[0 0 6 2] U— '<J8|E 8 0 0 £ I M±fifcteJ!8B 9 1 

o, 3c>cMjaitt«^A«0faff9 i i, 

^ 9 1 2S«ai^gfi^W9 1 3iUr«<jB*-fr 
5^^n^7Alt CD-ROM^<Z5|E«tt«iflE» 

-rzmmi&mzc d - r oM«*o«i©EMi*"efc a 
[oo6 3] m \ onxmnwrnoEx i ry- h&ft 

»i^)EX I Ty- h»8 1 0(4, CPU10 0 
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its i 002^ ««7 f -r ^^SSfii 003 

fc, ArtKKl 0 0 4^ UJ*»Hl 0 0 5k, CD- 
ROM^edl 0 0 6 fc*r*UTV^. 
[0064] CPU1 00 114, EXITy-hM8 

1 0±*^!Kif^Srf6»J»i-53Sia-C*)5. ^!)1002 
14, EX I Ty-hgf8 1 0^(*O!ttf^Sr©J»i-6IBl 

[0 0 6 5] ««7*-f **«H1 0 0 314, mSE#««!f 
10 S7 P u^7A^T-^^^LT*3<|Stt^©-Cfc6o 
A^SHl 004(4, 3^>y<BSK&lfcto+5»<0 
&«A*£ff5{Kirc*>S. fcH*«ffil 0 0 514, 

CD-ROM^Il 0 0 6(4, ^7 * 

£IB® Lfc C D - R OM©rt*fcK*ffl1-RB-0*>3. 
[0 0 6 6] ^fcEXIT^- bi£fl8 1 0(4, dfcfigjfc 

i o i o <t , i o i i k , 

tt*flW«^fi)tft!f®.w i o 1 2 * , i&uftftnteatni 1 o 1 

3 t*r#LTV^. 
20 [0 0 6 7] £fifctt3!E*MEffin 0 1 0(4, ^yy-yytD 

2 O^ib^^fc^T^yKo^T, 

[0 0 6 8] #«»M10 11(1 ^7^T>-h 

gfis 2 o^e>^**tufc=i yfy^Co^t, 

6o 9c>[tttaffi4R±AAQ!att 1 0 1 2 14, ^y^TVh 
30 Sfi8 2 OJ&^^Silfca^^yoaSE^rtS^W 

[0 0 6 9] 3fcfi<**nM3lW 1 0 1 3(4, M^yfy 
y^s«*fct4H«i*<z)rtSlc^lSr6*Btttot9«i 

*-/<Mt8 0 0±*fcl4* 
-^8H8 0 Qfrb EX ITy-hM8l 0£T*CDi& 

>?>y<Dm*K^hZ>9y4T>v$mz 2 o, Sft 
TC&tfH^TcT-fcSf-- ^3SE8 0 0 (cifi&iha&M 
40 T*£>6 0 

[0 0 7 0] EX I T^- h^©8 1 0«r±dctt3SEteffl 

« i o i o , #4««Etea«fiJ 1011, aa«*pw«^ 
1012 Ktroxtttefeatt i o 1 3 k \,xm 

miS^Z&^KfyM*, CD-ROM^<DtB«tt 

SrEfrt 6iE«ftl4C D - R OMW*<0«l0>E««Kfc 
[0 0 7 1 ] El l l l4*HiKS^ffi<0^7^rv h2£f&8 
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&m&<D*7<<Ty bmm$ 2011 cpu 1 101 
a*kbi 104^ mtimmi iost cd-ro 

M^Sl l 0 6 <t£*rLTV>6 0 

[0072] cpui 101 12, ^7^fry bSfils 2 
0^«c«)llifP«rB!l»i"6KIB-e*>6. 1102 

[0 0 7 3] ^T^^^gSl 1 0 3(2, wia#a«i 

ArtSffil 1 0 412, 3^f>7^S*Lr^t5a 
<B*«A**tr 5 ffl>3«fi 1 1 0 5 12, 3 

5 0 CD-ROMSH 1 0 612, flHM-WM!:/**' 
9A«rlBtiUfcCD-ROM«)rtSS:K*a-t-J6ltt"C*) 

So 

[0 0 7 4] Sfc^^Ty b£S©8 2 0*2, &S&*P 

w«dfe*tosi« 1 1 i o t , ttKftdi&mffi i 1 1 i <b 
[0075] &K4*feffitt£rtteafl 1 1 1 o b* 

®Z±&'tZ>&WMvhZ>o RKfttoWlAi i i i 
(2, SR3V7 1 yy^S»*^l2M«B*^^i-^iS't 

[0076] ^7>rry h»E8 2o«rekS«*nW«^ 
i i o&^acKttftiteawi 1 1 1 1 Lxm 

[0077] Hi att^itiBoayfyyaft/l 
*?&jioteJS3MiB&^- 7u-n- vxfoz> 0 hi 2 
{c^-r^ii^-z^Esoot 5 ^, »«w»K«a*fTfrft 

fc I M 9 0 8 $r«lt^^3yfyyi;^lt^, 
IM90 SOlSftl+^fTteJlfca^^yt^+ftritfll 

[0 0 7 8] ^fy^l 2 0 lt'IM«W9 1 0 
(2, 3 yf y 9 0 7 Wl^II^tT W:^ 
XlfrZm^ 3yfy7r-^9 0 7M^IW 

ff^ttrv^ai&^tt^^y^i 2 0 2-^iitfo 

[0079] ^r^l 20 2T(2, ttft^SK^fT^ 



(7) ftlffl 2 0 0 1 - 2 8 2 6 1 9 
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JSU tOrt*li#«?«aK*ftfll«iL-CIM9 0 
8fc:«i&&ifo 2 0 3"C(2, ^f-^ 

1 2 0 2 -?KKtttaffitt*S&&A/£ I M 9 0 8 £, #J 

[0 0 8 0] ^fyT'l 2 0 4fMIS#MMJ9 
1 2(2, 7s=ry-f\ 2 0 3TIM9 0 8 (BflittttjMTfr 

tilt => yf y y «:^i-ffl«*4*fflM8 9 0 9 u 

^T 1 > ^ 1 2 0 5 -CI2, mJtS^AiE Lfc5ifiKfi}« 9 0 9 

io ex i Ty- h^Es i o^isa. 

[ 0 0 8 1 ] H 1 3 l2*ggjft7Kffi»£fi!MS« 9 0 9 <Z>- 
tfiJfc^-fHTiibSo H 1 3 lC*-**fc£rtffir* 9 0 9 |C 

(2, i M9 o 8<Dtettrttmfrtiiz=yT>y*mi-fS 

L/T, I M9 0 8^MWtt#fT;btifc:3 y*r>y*r 
-^9 0 7©/^**r-firtf7r-f/^**ISf*rt6>iifc i 
M9 O8©ftdE0ftl»JS«*©fll«*SRSS*LTl^. 
[0 0 8 2] Hi 4(2*^iffi^co^7^T^hillWSl 
<0«iS¥IK*^1-7P-^*- h"Cfo6 0 HI 4I^^1" 
Hl:^7>f7V h^fi8 2 0(2, SjRLt3yfv7Sr 
20 EX I T^- hg|l8 1 0*>G>gttJft?K t^^fy 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

l.This document has been translated by computer. So the translation may not reflect the original 
precisely. * 
2 **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] The contents alteration detection approach of carrying out having the step which compares the 
step which generates the alteration detection information corresponding to two or more the current 
configurations or contents of contents with the alteration detection information corresponding to a 
configuration or the contents and said generated alteration detection information at the time of 
registration of the contents concerned, or updating in the contents alteration detection approach which 
detects the alteration of contents, and detects the alteration of the contents concerned as the description. 
[Claim 2] The contents alteration detection approach characterized by having the step which inspects 
whether the alteration detection information for detecting the alteration about a certain contents is 
generation ending in the contents alteration detection approach which detects the alteration of contents, 
and the step which inspects the existence of the alteration detection information on the contents 
concerned. 

[Claim 3] The contents alteration detection approach of carrying out having the step notify to the 
demand origin of the contents concerned, a registering agency, or an updating agency when the step 
which generates the alteration detection information corresponding to the current contents of contents 
compares with the alteration detection information corresponding to the contents and said alteration 
detection information which generated at the time of registration of the contents concerned, or updating 
in the contents alteration detection approach which detects the alteration of contents and the alteration of 
the contents concerned detects as the description. 

[Claim 4] The contents alteration detection equipment carry out having the alteration detection 
processing [ of comparing the alteration detection information generation processing section which 
generates the alteration detection information corresponding to two or more the current configurations or 
contents of contents, and the alteration detection information corresponding to a configuration or the 
contents and said alteration detection information which generated at the time of registration of the 
contents concerned, or updating in the contents alteration detection equipment which detects the 
alteration of contents, and detecting the alteration of the contents concerned ] section as the description. 
[Claim 5] In the record medium which recorded the program for operating a computer as contents 
alteration detection equipment which detects the alteration of contents and in which computer reading is 
possible The alteration detection information generation processing section which generates the 
alteration detection information corresponding to two or more the current configurations or contents of 
contents, The record medium characterized by recording the program for operating a computer as the 
alteration detection processing section which compares the alteration detection information 
corresponding to a configuration or the contents and said generated alteration detection information at 
the time of registration of the contents concerned, or updating, and detects the alteration of the contents 
concerned. 



[Translation done.] 
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JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention is applied to the contents alteration detection equipment which 
detects the alteration performed to the contents displayed especially by the homepage of the Internet 
about the contents alteration detection equipment which detects the alteration of contents, and relates to 
an effective technique. 
[0002] 

[Description of the Prior Art] Conventionally, government and municipal offices, many companies, etc. 
open a homepage to WWW (World Wide Web) server equipment, and that including an individual are 
performing various kinds of information dispatch. It is going across the contents exhibited by the 
homepage which government and municipal offices and a company open variably from the easy 
information to the thing of contents equivalent to an official announcement, and anyone can acquire such 
information now by accessing the Internet. 

[0003] The contents of the homepage which these government and municipal offices and companies 
open may cause the remarkable fall of trust, when an error is in the contents or the contents of the 
homepage are altered by the unauthorized entry to the server by external human being, since it is thought 
that the government and municipal offices and company are sending to the forward type to the exterior. 
Although it is necessary to fully take those security countermeasures even if it is the case where the 
homepage is opened for an easy public service campaign for this reason, in recent years, external human 
being accesses servers, such as government and municipal offices, illegally, and there have been a lot of 
incidents in which the contents of the homepage are altered. 

[0004] In addition, while enabling authentication of the bona fides of strict electronic data, the 
generation method of the electronic data which expresses the bona fides to the user of electronic data 
visually and which can be attested is indicated by JP,2000-78125,A. The outline embeds the electronic 
mark A which expresses bona fides visually as visible digital watermarking to the electronic mark B, 
after embedding what added the digital signature to the authentication information for attesting the 
electronic marks B, such as a Web page and a trademark, as invisible digital watermarking to the 
electronic mark A. 
[0005] 

[Problem(s) to be Solved by the Invention] Since the big problem in the incident which has the contents 
of the above homepages altered has the huge amount of the homepage which the security 
countermeasures of the server which exhibits a homepage exhibit [ being sweet ], even if some 
homepages are altered, it is in the point that it tends to be overdue to notice it. 
[0006] The purpose of this invention solves the above-mentioned problem, and it is in offering the 
technique which can carry out early detection of the alteration of contents. 

[0007] Other purposes of this invention are to offer the technique which can prevent concealment of the 
alteration by removal of alteration detection information. 

[0008] Other purposes of this invention are to offer the technique which can pinpoint the location in. 
[0009] 

[Means for Solving the Problem] This invention detects the configuration of two or more contents, or the 
alteration of the contents in the contents alteration detection equipment which detects the alteration of 
contents. 

[0010] In this invention, the alteration detection information corresponding to those configurations or 
http://www4.ipdl.inpit.go.jp/cgi-bin/tran_web_cgi_ejje 5/25/2007 
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contents is generated at the time of registration of two or more contents, or updating. And when 
predetermined conditions, like predetermined time of day comes are satisfied, after generating the 
alteration detection information corresponding to the current configuration or the current contents of the 
contents concerned with reference to said generated alteration detection information, said alteration 
detection information referred to is compared with said generated alteration detection information, the 
alteration of the contents concerned is detected, and the alteration of the contents concerned is notified. 
[001 1] For example, at the time of registration of two or more contents displayed by the homepage 
currently exhibited, or updating, the hash value of those file structures and contents of each file is 
generated as alteration detection information, it embeds at 1M (Internet-Marks), and the IM is stuck on 
the top page of a homepage. 

[0012] And when predetermined conditions, like predetermined time of day comes by processing of a 
resident program etc. are satisfied, with reference to the hash value of the registration in said stuck IM, 
or the file structure at the time of updating and the contents of each file, hash count of current file 
organization or the contents of each file is performed. Next, the hash value of the registration in said IM 
referred to, or the file structure at the time of updating and the contents of each file is compared with the 
hash value of said generated current file structure and contents of each file, and a visitor is told about 
having changed the design of IM of a top page and the alteration of contents having been performed, 
while notifying the system administrator, when said generated current hash value differed from the hash 
value currently embedded at IM. 

[0013] As mentioned above, in this invention, even if human beings, such as a system administrator, do 
not always check, when a part of homepage currently exhibited is altered, it becomes possible to notify 
immediately that the alteration was performed, and unjust early detection can be performed. Moreover, it 
becomes possible to tell immediately that the alteration of a homepage was performed to coincidence 
also to the visitor. 

[0014] Since the configuration of two or more contents or the alteration of the contents is detected as 
mentioned above according to the contents alteration detection equipment of this invention, it is possible 
to carry out early detection of the alteration of contents. 
[0015] 

[Embodiment of the Invention] (Operation gestalt 1 ) The contents alteration detection equipment of the 
operation gestalt 1 which detects the alteration of two or more contents is explained below. 
[0016] Drawing 1 is drawing showing the outline configuration of the contents alteration detection 
equipment of this operation gestalt. As shown in drawin g 1 , the server equipment 100 of this operation 
gestalt has CPU 101, memory 102, a magnetic disk drive 103, an input device 104, an output unit 105, 
CD-ROM equipment 1 06, the contents data 1 07, and IM 1 08. 

[0017] CPU 101 is equipment which controls actuation of the server equipment 100 whole. In case 
memory 102 controls actuation of the server equipment 100 whole, it is storage which loads the various 
processing programs and data for it. A magnetic disk drive 103 is storage which stores said various 
processing programs and data. -> 

[001 8] An input unit 1 04 is equipment which performs the various inputs for detecting the alteration of 
two or more contents. An output unit 105 is equipment which performs the various outputs 
accompanying detection of an alteration of two or more contents. CD-ROM equipment 106 is equipment 
which reads the contents of the CD-ROM which recorded said various processing programs. 
[0019] The contents data 107 are data in which the contents of the page exhibited according to the 
demand from client equipment 120 are shown. IM108 is the image data which embedded the alteration 
detection information corresponding to two or more contents data 107. 

[0020] Moreover, server equipment 100 has IM generation processing section 1 10, the alteration 
detection information generation processing section 111, and the alteration detection processing section 
112. 

[0021] IM generation processing section 1 10 is the processing section which generates IM which 
embedded the alteration detection information corresponding to the configuration or the contents at the 
time of registration of two or more contents, or updating. The alteration detection information generation 
processing section 1 1 1 is the processing section which generates the alteration detection information 
corresponding to two or more configurations or contents of contents. 

[0022] The alteration detection processing section 1 12 is the processing section which compares the 
alteration detection information corresponding to the configuration or the contents at the time of 
registration of two or more contents, or updating with the alteration detection information corresponding 
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to the current configuration or the current contents of the contents concerned, and detects the alteration 
of the contents concerned. 

[0023] After being recorded on record media, such as CD-ROM, and being stored in a magnetic disk 
etc., the program for operating server equipment 100 as IM generation processing section 110, the 
alteration detection information generation processing section 111, and the alteration detection 
processing section 1 12 shall be loaded to memory, and shall be performed. In addition, other record 
media other than CD-ROM are sufficient as the record medium which records said program. 
[0024] Let mutually the server equipment 100 which manages and exhibits contents data, and the client 
equipment 120 which peruses contents data be the things which can transmit and receive data by 
networks, such as the Internet. 

[0025] The WWW server which exhibits contents data according to the demand from client equipment 
120 is mounted in server equipment 100, and the WWW browser which receives and displays contents 
data is mounted in client equipment 120 from server equipment. 

[0026] Moreover, two or more contents data 107 are stored in the magnetic disk drive 103 connected to 
server equipment 100, and suppose that IM108 which is the Internet mark which embedded the 
alteration detection information corresponding to two or more contents data 107 one of them, for 
example, the top page of contents, is stuck. 

[0027] Drawing 2 is a flow chart which shows the procedure of IM generation processing section 1 10 of 
this operation gestalt. As shown in drawin g 2 , IM generation processing section 1 10 of server 
equipment 100 performs processing which generates IM which embedded the alteration detection 
information corresponding to the configuration or the contents at the time of registration of two or more 
contents, or updating. 

[0028] At step 201, IM generation processing section 1 10 generates the hash value corresponding to the 
file name containing the pathname (directory name) of each contents which constitute two or more 
contents as alteration detection information corresponding to the configuration of two or more contents 
by the alteration detection information generation processing section 111, and embeds the alteration 
detection information generated at step 201 in step 202 at IM108. 

[0029] IM generation processing section 1 10 generates the hash value corresponding to the contents of 
each contents data 1 07 which constitutes two or more contents as alteration detection information 
corresponding to the contents of two or more contents by the alteration detection information generation 
processing section 1 1 1 at step 203. At step 204, IM108 where the alteration detection information 
generated at step 203 was embedded at IM108, and the alteration detection information on two or more 
contents was embedded as mentioned above is stuck on a top page. 

[0030] Drawing 3 is drawing showing the outline of generation processing of the hash value 
corresponding to the file name containing the pathname of this operation gestalt. As shown in drawing 

3 , after the list of the file name 300 which acquired the file name 300 with the pathname of the contents 
data 107 set as the object of alteration detection information generation by processing of step 201, and 
was acquired sorts the appearance determined as a meaning, and the acquired file name 300 in an 
alphabetical order etc., a hash value 320 is calculated by connecting the data of those file names 300. 
[0031] Drawing 4 is a flow chart which shows the procedure of generation processing of the hash value 
corresponding to the file name containing the pathname of this operation gestalt. As shown in drawing 

4 , the alteration detection information generation processing section 1 1 1 of server equipment 100 
performs processing which generates the alteration detection information corresponding to the file name 
containing the pathname of two or more contents. 

[0032] At step 401 , the alteration detection information generation processing section 1 1 1 chooses the 
contents set as the object of generation of alteration detection information, and acquires the file name 
300 with the pathname of the contents data 107. for example, the file of the page which exists in server 
equipment 100 among the pages which choose the image file displayed by the files indicated by the 
description language for describing Web pages which exist below in the top page of the homepage 
currently exhibited with server equipment 100, such as HTML (Hyper Text Markup Language) and 
XML (extensible Markup Language), and those files, and are linked from the top page — the image file 
displayed by the file of them chooses. Moreover, it is good also as what creates separately the creation 
information which defined the file which generates alteration detection information, and generates 
alteration detection information only about the specific file in server equipment 100 according to this 
creation information. 

[0033] In step 402, the list of the file name 300 acquired at step 401 sorts the appearance determined as a 
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meaning, and the acquired file name 300 in an alphabetical order etc. And the data of those file names 
300 are connected at step 403, and the hash value 320 about said connected data of a file name 300 is 
calculated at step 404. g 

[0034] Drawin g 5 is drawing showing the outline of generation processing of the hash value 
corresponding to the contents of the contents of this operation gestalt. As shown in drawin g 5 , in 
processing of step 203, the actual corresponding contents data 500 are acquired about each of the file 
name 310 acquired previously. Furthermore, the hash value 510 of each contents data is calculated. 
Next, those hash values 510 are connected and the hash value 520 about it is calculated. 
[0035] Drawing 6 is a flow chart which shows the procedure of generation processing of the hash value 
corresponding to the contents of the contents of this operation gestalt. As shown in drawin g 6 , the 
alteration detection information generation processing section 1 1 1 of server equipment 1 00 performs 
processing which generates the alteration detection information corresponding to the contents data of 
two or more contents. 

[0036] About each of the file name 310 which acquired the alteration detection information generation 
processing section 1 1 1 previously at step 601, the actual corresponding contents data 500 are acquired 
and the hash value 510 of each contents data 500 is calculated at step 602. 

[0037] At step 603, the hash value 510 of each contents data 500 is connected, and the hash value 520 
about said connected hash value 510 is calculated at step 604. 

[0038] It buries to IM108 as mentioned above, and the hash value 320 of the ****** file name 300 and 
the hash value 520 of the contents data 500 are used as a right value, when detecting the alteration of 
contents. Therefore, when the contents and file organization of the contents data 500 are changed, each 
hash value is calculated as above-mentioned, and it is necessary to reembed at IM108 each time. 
However, whenever the contents data 500 are changed, it is also possible to generate IM108 
automatically and to make actuation of a user unnecessary by preparing a generator which carries out 
automatic pasting at the contents data 500. 

[0039] Drawin g 7 is a flow chart which shows the procedure of the alteration detection processing 
section 1 12 of this operation gestalt. As shown in drawin g 7 , the alteration detection processing section 
1 12 of server equipment 100 performs processing which compares the alteration detection information 
corresponding to the configuration or the contents at the time of registration of two or more contents, or 
updating with the alteration detection information corresponding to the present configuration or the 
present contents of the contents concerned, and detects the alteration of the contents concerned. 
[0040] The alteration detection processing section 1 12 calculates the hash value to the file name which 
contains those pathnames about each contents which constitute two or more contents like the processing 
shown in drawing 4 by the alteration detection information generation processing section 1 1 1 at step 
701. 

[0041] At step 702, the hash value 320 currently embedded in IM108 is compared with said calculated 
value of a hash value, and when the hash value 320 currently embedded in IM108 differs from said 
calculated hash value, it progresses to step 703. 

[0042] The difference of the hash value to the file name containing said pathname means that the 
alterations (deletion, addition, etc. of the contents data 1 07) of the file organization of the contents data 
107 were performed. Therefore, at step 703, alteration announcement which shows that the alteration of 
file organization was performed is performed. When a message is displayed, for example on a system 
administrator's console screen or a visitor refers to the top page of contents as the approach of alteration 
announcement, the image design of IM108 is changed and it is possible that it is shown that the 
alteration of contents is made etc. 

[0043] The hash value to each of those contents data 500 is calculated by the alteration detection 
information generation processing section 1 1 1 about each contents which constitute two or more 
contents from a step 704 like the processing shown by drawing 6 . 

[0044] At step 705, the hash value 520 currently embedded in IM108 is compared with said calculated 
value of a hash value, and when the hash value 520 currently embedded in IM108 differs from said 
calculated hash value, it progresses to step 706. 

[0045] The difference of the hash value to said each contents data 500 means that the alterations (partial 
change of the text of contents etc.) of the file content of the contents data 500 were performed. 
Therefore, at step 706, alteration announcement which shows that the alteration of a file content was 
performed is performed. 

[0046] With this operation gestalt, as former data for detecting an alteration, although a file name and 
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actual contents data with pass are used, in addition to these, a file attribute, the various data stuck on 
contents, other contents linked may be included. Moreover, a directory, the updating time of a file, etc. 
may be used as information for detecting an alteration. 

[0047] Although a hash value is calculated as alteration detection information and embedded with this 
operation gestalt at IM, it is the purpose that this stops the capacity of data few. Therefore, you may not 
calculate a hash value but may also embed data and each contents data of a file name with pass as it is at 
IM. Moreover, the gestalt which embeds at IM the hash value which embedded the hash value 510 of 
each contents data 500 as it was at IM, or connected each contents data 500, and was calculated to it is 
also possible (what is necessary is just the gestalt in which the information which specifies contents data 
remains). 

[0048] With this operation gestalt, although alteration detection information was stored in IM of a top 
page, IM may be stuck for every contents. Moreover, alteration detection information is not embedded at 
IM, but it may consider as a digital signature or you may store in a magnetic disk drive 103 in the 
condition as it is, without processing it. 

[0049] In case the alteration detection processing section 1 12 is started in this operation gestalt, when it 
was made to reside in memory permanently, and it always detects and a visitor refers to [ **** / carrying 
out auto-boot periodically ] contents data in addition to making it start manually by hands, such as a 
manager of server equipment 1 00, you may process carrying out auto-boot etc. 

[0050] Since the configuration of two or more contents or the alteration of the contents is detected like 
according to the contents alteration detection equipment of this operation gestalt, the thing which were 
explained above and to do for the early detection of the alteration of contents is possible. 
(Operation gestalt 2) While using the EXIT gate for below and detecting the existence of alteration 
detection information, the contents alteration detection equipment of the operation gestalt 2 which 
pinpoints an alteration location is explained. i 

[0051] Drawing 8 is drawing showing the outline of the contents alteration detection equipment of this 
operation gestalt. As shown in draw ing 8 , the alteration detection system of this operation gestalt has 
server equipment 800, the EXIT gating arrangement 810, and client equipment 820. 
[0052] Server equipment 800 is equipment which sticks IM which embedded the alteration detection 
information corresponding to registration of contents, or the contents at the time of updating, generates 
contents, and transmits the contents concerned to client equipment 820 through the EXIT gating 
arrangement 810. 

[0053] The EXIT gating arrangement 810 is equipment which detects the alteration of the contents 
demanded from client equipment 820. Client equipment 820 is equipment which displays the contents to 
which the alteration of the contents received from the EXIT gating arrangement 810 is detected, and an 
alteration is not performed. 

[0054] As shown in drawin g 8 , with this operation gestalt, the EXIT gating arrangement 810 is formed 
between server equipment 800 and client equipment 820, and the EXIT gating arrangement 810 
performs alteration detection using the check and IM of existence of IM. Moreover, by using together 
the check in client equipment 820, it is confirmed whether the alteration is performed on server 
equipment 800, the path from server equipment 800 to the EXIT gating arrangement 810, or the path 
from the EXIT gating arrangement 810 to client equipment 820. 

[0055] Drawing 9 is drawing showing the outline configuration of the server equipment 800 of this 
operation gestalt. As shown in drawin g 9 , the server equipment 800 of this operation gestalt has 
CPU901, memory 902, a magnetic disk drive 903, an input device 904, an output unit 905, CD-ROM 
equipment 906, the contents data 907, IM908, and creation information 909. 
[0056] CPU901 is equipment which controls actuation of the server equipment 800 whole. In case 
memory 902 controls actuation of the server equipment 800 whole, it is storage which loads the various 
processing programs and data for it. A magnetic disk drive 903 is storage which stores said various 
processing programs and data. 

[0057] An input unit 904 is equipment which performs the various inputs for registering contents or 
updating. An output unit 905 is equipment which performs the various outputs accompanying the 
registration and updating of contents. CD-ROM equipment 906 is equipment which reads the contents of 
the CD-ROM which recorded said various processing programs. 

[0058] The contents data 907 are data in which the contents of the page exhibited according to the 
demand from client equipment 120 are shown. IM908 is the image data which embedded the alteration 
detection information corresponding to the contents data 907. Creation information 909 is data in which 
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the contents by which the alteration detection information for detecting the alteration of contents was 
generated are shown. 

[0059] Moreover, server equipment 800 has IM generation processing section 910, the alteration 
detection information generation processing section 91 1, the creation information creation processing 
section 912, and the notice reception section 913 of an alteration. 

[0060] IM generation processing section 910 is the processing section which generates IM908 which 
embedded the alteration detection information corresponding to the contents of contents. The alteration 
detection information generation processing section 91 1 is the processing section which generates the 
alteration detection information corresponding to the contents of contents. 

[0061] The creation information creation processing section 912 is the processing section which creates 
the creation information 909 which shows the contents by which the alteration detection information for 
detecting the alteration of contents was generated. The notice reception section 913 of an alteration is the 
processing section which receives the notice which shows that the alteration of contents is performed 
from the EXIT gating arrangement 8 1 0. 

[0062] After being recorded on record media, such as CD-ROM, and being stored in a magnetic disk 
etc., the program for operating server equipment 800 as IM generation processing section 910, the 
alteration detection information generation processing section 911, the creation information creation 
processing section 912, and the notice reception section 913 of an alteration shall be loaded to memory, 
and shall be performed. In addition, other record media other than CD-ROM are sufficient as the record 
medium which records said program. 

[0063] Drawin g 10 is drawing showing the outline configuration of the EXIT gating arrangement 810 of 
this operation gestalt. As shown in drawing 10 , the EXIT gating arrangement 810 of this operation 
gestalt has CPU 1001, memory 1002, a magnetic disk drive 1003, an input unit 1004, an output unit 
1005, and CD-ROM equipment 1006. 

[0064] CPU 1001 is equipment which controls actuation of the EXIT gating arrangement 810 whole. In 
case memory 1002 controls actuation of the EXIT gating arrangement 810 whole, it is storage which 
loads the various processing programs and data for it. 

[0065] A magnetic disk drive 1003 is storage wKich stores said various processing programs and data. 
An input unit 1004 is equipment which performs the various inputs for detecting the alteration of 
contents. An output unit 1005 is equipment which performs the various outputs accompanying detection 
of an alteration of contents. CD-ROM equipment 1006 is equipment which reads the contents of the CD- 
ROM which recorded said various processing programs. 

[0066] Moreover, the EXIT gating arrangement 810 has the generation-and-test processing section 1010, 
the existence inspection processing section 101 1, the alteration detection information generation 
processing section 1012, and the alteration detection processing section 1013. 

[0067] The generation-and-test processing section 1010 is the processing section which inspects whether 
the alteration detection information for detecting the alteration is generation ending about the contents 
demanded from client equipment 820 with reference to the creation information 909 which shows the 
contents by which the alteration detection information for detecting the alteration of contents was 
generated. 

[0068] The existence inspection processing section 101 1 is the processing section which inspects the 
existence of the alteration detection information on the contents about the contents demanded from client 
equipment 820. The alteration detection information generation processing section 1012 is the 
processing section which generates the alteration detection information corresponding to the current 
contents of contents demanded from client equipment 820. 

[0069] When the alteration detection information corresponding to the contents and said generated 
alteration detection information at the time of registration of the contents concerned or updating are 
compared and the alteration of the contents concerned is detected, the alteration detection processing 
section 1013 It is the processing section which notifies having detected the alteration of the contents 
concerned on server equipment 800 or the path from server equipment 800 to the EXIT gating 
arrangement 810 to the server equipment 800 which is client equipment [ which is the demand origin of 
the contents concerned ] 820, and registration origin, and an updating agency. 

[0070] After being recorded on record media, such as CD-ROM, and being stored in a magnetic disk 
etc., the program for operating the EXIT gating arrangement 810 as the generation-and-test processing 
section 1010, the existence inspection processing section 101 1, the alteration detection information 
generation processing section 1012, and the alteration detection processing section 1013 shall be loaded 
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to memory, and shall be performed. In addition, other record media other than CD-ROM are sufficient 
as the record medium which records said program. 

[0071] Drawing 1 1 is drawing showing the outline configuration of the client equipment 820 of this 
operation gestalt. As shown in drawing 1 1 , the client equipment 820 of this operation gestalt has 
CPU1 101, memory 1 102, a magnetic disk drive 1 103, an input unit 1 104, an output unit 1 105, and CD- 
ROM equipment 1 106. 

[0072] CPU 1 101 is equipment which controls actuation of the client equipment 820 whole. In case 
memory 1 102 controls actuation of the client equipment 820 whole, it is storage which loads the various 
processing programs and data for it. 

[0073] A magnetic disk drive 1 103 is storage which stores said various processing programs and data. 
An input unit 1 104 is equipment which performs the various inputs for requiring and displaying 
contents. An output unit 1 105 is equipment which displays contents with the demand of contents. CD- 
ROM equipment 1 1 06 is equipment which reads the contents of the CD-ROM which recorded said 
various processing programs. 

[0074] Moreover, client equipment 820 has the alteration detection information generation processing 
section 1110 and the alteration detection processing section 1111. 

[0075] The alteration detection information generation processing section 1 1 10 is the processing section 
which generates the alteration detection information corresponding to the current contents of reception 
and its contents for the demanded contents from the EXIT gating arrangement 810. The alteration 
detection processing section 1111 is the processing section which performs the display which shows that 
the alteration of the contents concerned on the path from the EXIT gating arrangement 810 to client 
equipment 820 was detected, when the alteration detection information corresponding to the contents 
and said generated alteration detection information at the time of registration of the contents concerned 
or updating are compared and the alteration of the contents concerned is detected. 
[0076] After being recorded on record media, such as CD-ROM, and being stored in a magnetic disk 
etc., the program for operating client equipment 820 as the alteration detection information generation 
processing section 1110 and the alteration detection processing section 1111 shall be loaded to memory, 
and shall be performed. In addition, other record media other than CD-ROM are sufficient as the record 
medium which records said program. 

[0077] Drawing 12 is a flow chart which shows the procedure of contents registration / update process of 
this operation gestalt. As shown in drawing 1 2 , after generating IM908 which embedded the alteration 
detection information corresponding to the contents of the contents to which registration and updating 
were performed with server equipment 800 and sticking on the contents concerned, processing which 
creates the creation information 909 which shows the contents to which attachment of IM908 was 
performed is performed. 

[0078] When IM generation processing section 910 investigates whether the registration and updating of 
the contents data 907 were performed and the registration and updating of the contents data 907 are 
performed at step 1201, it progresses to step 1202. 

[0079] At step 1202, about the contents to which registration and updating were performed, the hash 
value of the contents data 907 is calculated by the alteration detection information generation processing 
section 911, and it embeds as alteration detection information corresponding to the contents at IM908. 
And at step 1203, IM908 which embedded alteration detection information at step 1202 is stuck on the 
contents to which said registration and updating were performed. 

[0080] The information the creation information creation processing section 912 indicates the contents 
to which attachment of IM908 was performed at step 1203 to be at step 1204 is set as creation 
information 909, and said set-up creation information 909 is sent to the EXIT gating arrangement 810 at 
step 1205. 

[0081] Drawing 13 is drawing showing an example of the creation information 909 of this operation 
gestalt. As shown in drawin g 13 , information, such as generation date time of day of the file name 
containing the pathname of the contents data 907 with which attachment of IM908 was performed, or 
stuck IM908, is set to creation information 909 as information which shows the contents to which 
attachment of IM908 was performed. 

[0082] Drawin g 14 is a flow chart which shows the procedure of client side processing of this operation 
gestalt. As shown in drawing 14 , client equipment 820 performs processing which generates the 
alteration detection information corresponding to the present contents of reception and its contents for 
the demanded contents from the EXIT gating arrangement 810, and detects an alteration. 
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[0083] At step 1401, when it investigates whether the user inputted URL (Uniform Resource Locators) 
and a user inputs URL, the WWW browser of client equipment 820 receives the URL, and progresses to 
step 1402. At step 1402, the request for displaying the page of the reception beam URL at step 1401 is 
transmitted to the destination shown by said URL. The destination shown by said URL is server 
equipment 800, and when the EXIT gating arrangement 810 is on the path, said request is sent to server 
equipment 800 via the EXIT gating arrangement 810. 

[0084] At step 1403, it investigates whether HTML data are received as a result of said transmitted 
request, and when HTML data are received, it progresses to step 1404. 

[0085] At step 1404, when it investigates whether IM908 is stuck and IM908 is stuck into the HTML 
data received at step 1403, it progresses to step 1405, and when IM908 is not stuck, it progresses to step 
1406. 

[0086] The alteration detection processing secticm 1111 investigates whether about the HTML data 
received at step 1403, the hash value to the contents is calculated by the alteration detection information 
generation processing section 1110, the hash value and said calculated hash value in IM908 are 
compared, and the alteration of the contents concerned is performed at step 1405. As a result of 
investigating whether the alteration of the contents concerned is performed, when the alteration of the 
contents concerned is not detected, it progresses to step 1406, and when the alteration of the contents 
concerned is detected, it progresses to step 1407. 

[0087] According to the HTML data received at step 1403, a page is expressed as step 1406. Since the 
HTML data in which it is shown that the alteration was detected have been sent from the EXIT gating 
arrangement 810 when processing the request of said URL here and the EXIT gating arrangement 810 
detects the alteration which is the page concerned, with client equipment 820, the display which shows 
that the alteration of the page concerned was detected with the EXIT gating arrangement 810 is 
performed. 

[0088] It investigates whether the information which shows that processing with the EXIT gating 
arrangement 810 was performed into the HTML data received at step 1403 is included, at step 1407, 
when the information which shows that processing with the EXIT gating arrangement 810 was 
performed is included, it progresses to step 1408, and when not contained, it progresses to step 1409. 
[0089] At step 1408, the display which shows that the alteration of the contents concerned on the path 
from the EXIT gating arrangement 8 1 0 to client equipment 820 was detected is performed, and the 
display which shows that the alteration of the contents concerned was only detected is performed in step 
1409. 

[0090] Drawin g 15 is a flow chart which shows the procedure of EXIT gate side processing of this 
operation gestalt. When it investigates whether the alteration detection processing section 1013 of the 
EXIT gating arrangement 810 has received the request from client equipment 820 and the request is 
received at step 1501, it progresses to step 1502. 

[0091] In step 1502, it investigates whether the contents data 907 demanded at the request concerned are 
held as a cache, and when not holding, the request concerned is sent to server equipment 800 at step 
1503. 

[0092] At step 1504, it investigates whether the HTML data corresponding to the request concerned are 
received from server equipment 800, and when HTML data are received, it progresses to step 1505. 
[0093] Refer to the creation information 909 which shows the contents by which the alteration detection 
information for detecting the alteration of contents was generated for the generation-and-test processing 
section 1010 at step 1505. At step 1506, it investigates whether the alteration detection information for 
detecting the alteration is generation ending about the contents demanded from client equipment 820, 
and when alteration detection information is generation ending, it progresses to step 1507. 
[0094] At step 1507, the existence inspection processing section 101 1 investigates whether IM908 
shown by creation information 909 is stuck into the HTML data received at step 1504, and performs 
processing which inspects the existence of the alteration detection information on the contents about the 
contents demanded from client equipment 820. When IM908 shown by creation information 909 is 
stuck, it progresses to step 1508, and when IM908 shown by creation information 909 is not stuck, it 
progresses to step 1511. 

[0095] The alteration detection processing section 1013 investigates whether about the HTML data 
received at step 1504, the hash value to the contents is calculated by the alteration detection information 
generation processing section 1012, the hash value and said calculated hash value in IM908 are 
compared, and the alteration of the contents concerned is performed at step 1508. As a result of 
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investigating whether the alteration of the contents concerned is performed, when the alteration of the 
contents concerned is not detected, it progresses to step 1 509, and when the alteration of the contents 
concerned is detected, it progresses to step 1512. 

[0096] At step 1 509, the contents data 907 which are HTML data received at step 1 504 are held as a 
cache, and the HTML data concerned are transmitted to client equipment 820 in step 1510 with the 
information which shows that processing with the EXIT gating arrangement 810 was performed. 
[0097] At step 1511, the display which shows that removal of the alteration detection information on the 
contents concerned on server equipment 800 or the path from server equipment 800 to the EXIT gating 
arrangement 810 was detected is performed. Moreover, at step 1512, the display which shows that the 
alteration of the contents of the contents concerned on server equipment 800 or the path from server 
equipment 800 to the EXIT gating arrangement 810 was detected is performed. 

[0098] At step 1513, processing which notifies t^iat removal of the alteration detection information on 
the contents concerned or the alteration of the contents of the contents concerned was performed to the 
server equipment 800 which is the registration origin of the contents concerned and an updating agency 
on server equipment 800 or the path from server equipment 800 to the EXIT gating arrangement 810 is 
performed. 

[0099] Moreover, at step 1513, processing which notifies that removal of the alteration detection 
information on the contents concerned or the alteration of the contents of the contents concerned was 
performed to the client equipment 820 which is the demand origin of the contents concerned on server 
equipment 800 or the path from server equipment 800 to the EXIT gating arrangement 810 is performed. 

[0100] Drawin g 16 is a flow chart which shows the procedure of the notice reception section 913 of an 
alteration of this operation gestalt. As shown in drawing 16 , the notice reception section 913 of an 
alteration of server equipment 800 performs processing which receives the notice which shows that the 
alteration of contents is performed from the EXIT gating arrangement 810. 

[0101] At step 1601, the notice reception section 913 of an alteration investigates whether the notice 
which shows that the alteration of contents is performed is received from the EXIT gating arrangement 
810, and when the notice which shows that the alteration of contents is performed is received, it 
progresses to step 1602. At step 1602, the received contents of a notice are displayed, the manager of 
server equipment 800 is told, and the received contents of a notice are stored in a magnetic disk drive 
903 in step 1603. 

[0102] It is possible to prevent concealment of the alteration by removal of alteration detection 

information since the existence of alteration detection information is inspected like according to the 

contents alteration detection equipment of this operation gestalt when it explained above. 

[0103] Moreover, according to the contents alteration detection equipment of this operation gestalt, since 

the alteration of contents is detected between a client and a server, it is possible to pinpoint the location 

in. 

[0104] 

[Effect of the Invention] Since the configuration of two or more contents or the alteration of the contents 
is detected according to this invention, it is possible to carry out early detection of the alteration of 
contents. 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2 **** s hows the word which can not be translated. 
3. In the drawings, any words are not translated. 
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